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DETAILED ACTION 



Claim Rejections - 35 USC § 101 
1. Claims 1-21, 22-26, are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. The invention as recited in the above claims is merely 
an abstract idea that is not within the technological arts. Mere ideas in the abstract (i.e., abstract 
idea, law of nature, natural phenomena) that do not apply, involve, use, or advance the 
technological arts fail to promote the "progress of science and the useful arts" (i.e., the physical 
sciences as opposed to social sciences, for example) and therefore are found to be non-statutory 
subject matter. In the instance case, none of the aforementioned claims are recited as within 
technological art such as being carried out on a computer system. 

A second requirement for a claimed to be statutory under 35 U.S.C. 101 is that the claimed 
invention as a whole must accomplish a practical application. That is, it must produce a "useful, 
concrete and tangible result." State Street, 149 F. 3d at 1373, 47 USPQ 2d at 1601-02. The 
purpose of this requirement is to limit patent protection to inventions that possess a certain level 
of "real world" value, as opposed to subject matter that represents nothing more than an idea or 
concept, or is simply a starting point for future investigation or research (Brenner v. Manson, 383 
U.S. 519, 528-36, 148 USPQ 689, 693-96); In re Ziegler, 992, F. 2d 1 197, 1200-03, 26 USPQ 2d 
1600, 1603-06 (Fed. Cir. 1993)). Accordingly, a complete disclosure should contain some 
indication of the practical application for the claimed invention, i.e., why the applicant believes 
the claimed invention is useful. Apart from the utility requirement of 35 U.S.C. 101, usefulness 
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under the patent eligibility standard requires significant functionality to be present to satisfy the 
useful result aspect of the practical application requirement. See Arrhythmia, 958 F. 2d at 1057, 
22 USPQ 2d at 1036. Merely claiming nonfunctional descriptive material stored in a computer- 
readable medium does not make the invention eligible for patenting. For example, a claim 
directed to a word processing file stored on a disk may satisfy the utility requirement of 35 
U.S.C. 101 since the information stored may have some "real world" value. However, the mere 
fact that the claim may satisfy the utility requirement of 35 U.S.C. 101 does not mean that a 
useful result is achieved under the practical application requirement. The claimed invention as a 
whole must produce a "useful, concrete and tangible" result to have a practical application. 

Assuming that the claimed invention is carried out on a computer (i.e. rendering the 
claimed invention in the technological art), it is asserted that the Subject Matter as claimed fails 
produce a "useful, concrete and tangible result." 

The claimed invention(s) highlighted above relate to a method of manipulating bit word 
extraction in bit groups as per the objective recited in the preamble. 

Claims 1-21 and 22-26, recite abstract idea "using steps of passing bit words of a first 
portion into a second portion". However, the claims fail to provide any practical application of 
the abstract idea. The claims merely recite passing N bits of data words over M bit channel. 
Note that, even if the claims recite limitations of passing bits of data words from a first portion 
into a second portion in some quantitative manner, mere choosing the transfer of data bits as 
claimed fails to produce a concrete and tangible result. 

The applicant is required to thoroughly review all claims in light of this analysis and take 
appropriate corrective action. 
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In conclusion, claims 1-21, 22-26, are rejected as being directed to anon-statutory subject matter 
under 35 U.S.C. 101. 



Claim Rejections - 35 USC§112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter, which the applicant regards as his invention. 

3. Claims 14 and 29 are rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

Claims 14 and 29, recites the limitation "the second rate being faster than the second rate" 
in line 4. There is insufficient antecedent basis for this limitation in the claims. 

Claim Rejections - 35 USC §102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

5. Claims 1-13, 15, 22-23, 27, are rejected under 35 U.S.C. 102(e) as being anticipated by 
Hwang et al (US Pub. No. 2003/0048852). 

Regarding claims 1, 22, and 27 Hwang discloses a method and system comprising the 
steps of: 
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passing N-bit word data over an M-bit channel, M being less than N, each N-bit word having a 
first portion and a second portion (Col. 4, sections 0032, lines 1-6), 

transferring the first portion of each of X words in M-bit groups, X being at least two (abstract; 
col. 4, sections 0032, 0033); and 

transferring at least one other bit group, the at least one other bit group including bits 
from the second portions of at least two of the X words (col. 4, section 0033). 

Regarding claims 2 and 23, Hwang discloses joining, for each of the X words, the second 
portion to the corresponding transferred first portion, the second portion being extracted from the 
transferred at least one other bit group (col. 4, section 0033, lines 17-25; col. 12, section 0087). 

Regarding claim 3, Hwang discloses the first portion includes M bits of encoded 
information, and the second portion includes encoding information (col. 12, section 0086, lines 
10-12; section 0087) 

Regarding claim 4, Hwang discloses second portion further includes DC content 
balancing information (col. 1, section 0008; col. 5, section 0035, lines 15-20). 

Regarding claim 5, Hwang discloses N is 10 and M is 8 (col. 12, section 0087). 

Regarding claim 6, Hwang discloses the M-bit channel includes a Digital Visual Interface 
(D VI) portion (col. 1 , section 00 1 2). 

Regarding claims 7, 8 and 9, Hwang discloses the first portion is a most significant bits 
portion, and the second is a least-significant bits portion (col. 5, section 0036). 

Regarding claims 10 and 11, Hwang discloses X is an integer and multiple of M/(N-M) 
and that x is 4 (col. 5, section 0036, lines 18-39). 
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Regarding claims 12 and 13, Hwang discloses the bit length of the first portion is an 
integer multiple of M (col 5, section 0036, lines 1-10). 

Regarding claim 15, Hwang discloses the at least one other group includes M bits (col. 5, 
section 0036, lines 1-12). 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

7. Claims 14, 16-21, 24-26, 28-31 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Hwang et al (US Pub. No. 2003/0048852) in view of Epstein et al (US Patent 5,802,392). 

Regarding claims 16, 25, 30, Hwang discloses every feature of the claimed invention but 
is silent regarding N-bit word transfer at a first rate, transferring at a second rate, the second rate 
being at least as fast as the first rate. Epstein discloses a system of transferring N-bit word at a 
first rate, transferring at a second rate, the second rate being at least as fast as the first rate 
(abstract; col. 2, lines 30-41). It would have been obvious to one skilled in the art at the time the 
invention was made to use the transfer of bit words at a rate to another rate as taught by Eptein in 
the system of Hwang because it can facilitate the transfer of data from one rate to another using 
existing bus architecture. 

Regarding claims 14, 24 and 29, Hwang discloses every feature of the claimed invention 
but is silent regarding storing the N bit word data in X locations at a first rate, each location 
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being N-bits wide, wherein each N-bit word is stored in one of the X locations, and transferring 
includes reading from the X locations at a second rate. Epstein in a similar field of endeavor 
discloses storing the N bit word data in X locations at a first rate, each location being N-bits 
wide, wherein each N-bit word is stored in one of the X locations, and transferring includes 
reading from the X locations at a second rate (col. 6, lines 39- 49; col. 7, lines 41-52). It would 
have been obvious to one skilled in the art at the time the invention was made to use storing the 
bit word data at locations and data retrieve capability from the stored locations as taught by 
Eptein in the system of Hwang because it can facilitate read/write operation and transfer of data 
in an efficient manner. 

Regarding claim 19, Hwang discloses every feature of the claimed invention but is silent 
regarding X words are transferred in a sequence corresponding to an order by which each X 
words was provided. Epstein in a similar field of endeavor discloses a sequential transfer of data 
(figs. 2, 4) wherein words are transferred in a sequence corresponding to an order by which each 
word was provided (abstract; col. 2, lines 1-14). It would have been obvious to one skilled in the 
art at the time the invention was made to use a sequential transfer of data corresponding to an 
order by which each word was provided as taught by Eptein in the system of Hwang so as to aid 
in the transfer of data between devices in an efficient manner. 

Regarding claims 20, 26, 31, Hwang discloses every feature of the claimed invention but 
is silent regarding transfer X N bit words in a first storage element and arranging for transfer, 
while transferring the first portion of each X words and at least one other bit group, another X N 
bit words in another storage element. Epstein in a similar field of endeavor discloses transfer X 
N bit words in a first storage element and arranging for transfer, while transferring the first 
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portion of each X words and at least one other bit group, another X N bit words in another 
storage element (col. 5, lines 6-31; col. 7, lines 41-52; col. 9, lines 4-34). It would have been 
obvious to one skilled in the art at the time the invention was made to transfer X N bit words in a 
first storage element and another X N bit words in another storage element as taught by Eptein in 
the system of Hwang because it can provide faster access to data and data storage having 
different data rates. 

Regarding claim 17, Hwang discloses the second rate is faster than the first rate (col. 3, 
section 0027). 

Regarding claim 18, Hwang discloses the second rate is N/M times faster than the first 
rate (col. 3, section 0027). 

Regarding claims 21 and 28, Hwang discloses joining, for each of the X words, the 
second portion to the corresponding transferred first portion, the second portion being extracted 
from the transferred at least one other bit group (col. 4, section 0033, lines 17-25; col. 12, section 
0087). 

Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to applicant's 

disclosure. 

US Patents: 

Dill et al (US Patent 4,667,305) shows circuits for accessing a variable width data bus. 
Epstein et al (US Patent 5,802,392) discloses system for transferring double word data 
sequentially into two sequential 16-bit words. 
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Pasqualino (US Pub. No. 2002/0163598) discloses digital visual interface supporting transport 
of audio and auxiliary data. 

Publications: 

High-bandwidth Digital Content Protection System Revision 1.0 Erratum, by Intel Corporation, 
March 19, 2001, pages 1-9. 

Upstream Link for High-bandwidth Digital Content Protection, Revision 1.00, by Intel 
Corporation, January 26, 2001, pages 1-38. 

Lieberman, David "PC Video Interface Looks to Add Audio Capability, EE Times (03/26/01, 
1 1:257 am. EST), pages 1-3, downloaded from the Internet on May 23, 2001 from 
http://www.eetimes.com/storv/OEG20010326S0029 . 

Silicon Image, Inc., "Silicon Image First to Couple Digital Audio and Video on the DVI Link", 
Sunnyvale, January 16, 2001, pages 1-4, downloaded from the Internet on May 22, 2001 from 
http://www.siimage.com/press/01 16 01. asp 



9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Qutub Ghulamali whose telephone number is (571) 272-3014. 
The examiner can normally be reached on Monday-Friday from 8:00AM - 5:00PM. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jay Patel can be reached on (571) 272-2988. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



QG. 

February 4, 2005. 




JAY K. PATEL 
SUPERVISORY PATENT EXAMINER 
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PC video interface looks to add 
audio capability 



By David Lieberman 
EE Times 

(03/26/01, 11:57 a.m. EST) 

AUSTIN, Texas — At least four proposals for 
adding audio content to the Digital Visual 
Interface (DVI) specification were discussed 
Friday (March 23) at a roundtable hosted by Intel 
Corp. in California. 

Two incompatible schemes, one from Genesis 
Microchip Inc. and another from Silicon Image 
Inc., were first outlined at the DisplaySearch FPD 
Conference & High Resolution Symposium held 
here last week, and were then aired again at the 
Intel roundtable on Friday. Two other proposals, 
one by Intel and one from Matsushita, Sony, 
Toshiba and Hitachi were also scheduled for the 
Intel session. Details of the latter two schemes 
were not immediately available. 

DVI, an open industry spec of the Digital Display 
Working Group, seeks to define high-performance 
interfacing solutions for high-resolution digital 
displays. 



► Wind River calls 
reconfiqurable 
hardware from C 

► Japanese 
companies react to 
Avanti no-contest 
Pleas 

► Hitachi joins TRW 
unit in 3G module 
development 

► Compaq 's 
MultiPort module 
serves 802.11b and 
Bluetooth 

► U.S. net-security 
proposal draws cool 
industry response 



The convergence of PC and consumer electronics — "blurring the line 
between displays for text/graphics and entertainment video" — is 
driving the need for DVI to support an audio capability, said Anders 
Frisk, executive vice president of marketing at Genesis Microchip 
(Mountain View, Calif.) . "PC displays will be used for video as well as 
graphics," he said. "And TV displays will be used for graphics as well 
as video." 

Equipping DVI for consumer electronics will also require color space 
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conversion from the RGB scheme used in PCs to the YUV scheme of 
consumer displays, Frisk said, plus a smaller connector and 
protection of audio content in the context of "complete backward 
compatibility with DVI 1.0." 

The Genesis scheme, dubbed DVI CE and co-developed with Texas 
Instruments Inc. and Broadcom Corp., uses time-domain audio 
multiplexing. It sends audio information over a DVI cable during the 
blanking period when a video stream is inactive. The technique 
"keeps proven DVI analog blocks unchanged," said Frisk, and it's 
"backward-compatible with existing DVI transmitters and receivers." 
In addition, Intel's high-bandwidth digital content protection standard 
(HDCP 1.0) was said to work with the scheme to cover audio content, 
"with absolutely no change required," and DVI CE supports "all 
current digital audio formats . . . [with] ample headroom for future 
multichannel formats." 

On the edge 

Silicon Image (Sunnyvale, Calif.) has a completely different scheme. 
Mike Kelley, vice president of marketing and business development, 
said the company's PanelLink A/V methodology packs audio into the 
falling edge of clock signals. "That keeps it simple and ensures that 
we don't put artificial limitations on what we might want to do with 
video," he said. 

"Using the horizontal or vertical blanking period breaks compatibility 
[as Genesis proposes], limits bandwidth and requires buffering and 
complex software support," Kelley said. It would also "limit future 
enhancements for the video portion of DVI," he said. Silicon Image 
expects to be sampling new chips with its audio enhancement in the 
third quarter. 

Frisk declined to comment further on the potential controversy, 
saying only, "Avoiding a DVI market split is critical." 

The Digital Display Working Group includes Compaq, Fujitsu, 
Hewlett-Packard, IBM, Intel, NEC and Silicon Image. 
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Notice 



THIS DOCUMENT IS PROVIDED "AS IS" WITH NO WARRANTIES WHATSOEVER, 
INCLUDING ANY WARRANTY OF MERCHANTABILITY, NONINFRINGEMENT, FITNESS 
FOR ANY PARTICULAR PURPOSE, OR ANY WARRANTY OTHERWISE ARISING OUT OF 
ANY PROPOSAL, SPECIFICATION OR SAMPLE. Intel Corporation disclaims all liability, 
including liability for infringement of any proprietary rights, relating to use of information in this 
erratum. No license, express or implied, by estoppel or otherwise, to any intellectual property rights is 
granted herein. 

Any cryptographic functions described in this erratum may be subject to export control by the United 
States, Japanese, and/or other governments. 

Copyright €> 2001 by Intel Corporation. Third-party brands and names are the property of their 
respective owners. 

This document is an erratum for the previously-published specification: 

High-bandwidth Digital Content Protection System, Revision 7.0, Intel Corporation, February 17, 2000. 
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On page 23, the first paragraph of Section 2.7 has been changed as highlighted below: 



The transmitter signals the receiver to begin the Qj]Q3| part of the authentication protocol through 
the previously reserved control signal CTL3 in the DV! interface. This is done with a single high- 
going pulse, during the vertical blanking interval, of sufficient width that it may be distinguished 
from bit errors on the channel or any effects due to rcsynchronization events in the receiver. 

On page 9, the second paragraph has been changed as highlighted below: 

Authentication fails if the topology maximums are exceeded. All video transmitters check to see 
if the KSV of any attached device is found in the current revocation list, andj if present, the 
authentication fails. The video transmitter verifies the integrity of the current revocation list by 
checking the signature of the system rcnewability message (SRM) using the Digital Content 
Protection LLC public key L*. Failure of this integrity check constitutes an authentication failure. 



On page 9, the last paragraph has been changed as highlighted below: 



The video transmitter enables data encryption when the 
successfully completes. 



part of the authentication protocol 



On page 10. the paragraph below Figure 2-3 is updated to further clarify the behavior of index, i, for the 
values A>, A/„ and R t . This index value equals 1 for the first frame after any successful authentication (or 
re-authentication) of which CTL3 is asserted. Furthermore, this index does not advance for frames of 
which CTL3 is not asserted (i.e. when encryption is disabled). The following is the paragraph with the 
changes highlighted: 

The third part of the authentication protocol, illustrated in Figure 2-3, occurs during the vertical 
blanking interval preceding the frame for which it applies . Each of the two devices calculates new 
cipher initialization values, K ( and M h and a third value Ri ~~ 



. The index, i, represents the encrypted 
frame number, starting with the value of one for the first video frame for which content protection 
is enable d after any completion of the first and (if ap plicable) second parts of the authentication 
protocol. 



Ki is a 56-bit key used to initialize the HDCP cipher for encryption or decryption of the 
RGB information for the video frame. M t is a new 64-bit initialization value for the HDCP cipher. 
Ri is a J 6-bit value used for link integrity verification, and is updated for every 128 th frame, 
starting with the 128 ,h frame. The video transmitter verifies this value against its own calculations 
to insure that the video receiver is still able to correctly decrypt the information. This verification 
is made at the rate of once every two seconds, plus or m inus o ne-half second. It is required that 
the R^ read operation complete within 250 milliseconds BED tnc ^ me tnat il is initiated by the 
video transmitter. Failure for any reason causes the video transmitter to consider the DVI link to 
be unauthenticated. 



On page 1 1, additional clarification has been added for changes from State AO to State Al. The following 
is the paragraph with the changes highlighted: 



Transition A0:A1. 



A trigger event initiates the authentication protocol. Trigger events include 

hot plug detection of an attached vid eo receiver, com pletion of certain phases of the operating 
system startup, or a software request ! 



On page 12, the description of State A3 has been changed as highlighted below: 

State A3 Validate Receiver. The video transmitter reads R 0 * from the video receiver and 
compares it with the corresponding R 0 produced by the video transmitter during the computations 
of State A2. If R 0 is equal to R 0 \ then data encryption is immediately enabled. The video 
transmitter must allow the video receiver up to 100 ms to make R 0 l available from the time that 
Aksv is written. The video transmitter also checks the current revocation list for the video 
receiver's KSV Bksv. If Bksv is in the revocation list, then the video receiver is considered to have 
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failed the HmnWimCTTiff checking the revocation list for Bksv may begin as soon as the 

Bksv has been read in State A I, asynchronously to the other portions of the protocol, but is must 
complete prior to the transition into the authenticated state (State A4). 



On page 13, an additional paragraph has been added after all of the state and transition descriptions. The 
following is the additional paragraph with the additions highlighted: 



Note that in some implementations, the trip from the point in State A3 where encryption is enabled 
to State A4 may be sufficiently long to miss one or more verification timer events. For improved 
usability, such implementations may alternatively handle the link integrity check process (i.e. 

State A5) asynchronously from the rest of the state diagram. In such cases, the transition into 

State A5 may occur from any state for which encryption is currently enabled. Also, the transition 
from State A 5 returns to the appropriate state to allow for undisruptcd operation. 



On page 20, in the first paragraph of this page, has been changed as highlighted below: 

The values that must be exchanged between the video transmitter and the video receiver are 
communicated over the I 2 C serial interface of the DVI interface. The video receiver or video 
repeater must present a logical device on the I 2 C bus for te ach T.M .D.S. link that it sup ports. No 
equivalent interface to video transmitters is specified. The mnrtg bit l 2 C device address [JRHBflHtf 



the read/write bit, "x") 



J for the primary link is 01 1 101 Ox binary, or 0x74 in the usual hexadecimal 
representation of I 2 C device addresses where the read/write bit is set to zero. The device address 
for the secondary link is 0x76. Table 2-2 and Table 2-3 specify the address space for these 
devices, which act only as slaves on the I 2 C bus. Multi-byte values are stored in little-endian 
format. 

On page 23, the paragraph above Figure 2-10 has been changed as highlighted below: 

In order to minimize the number of bits that must be transferred for the link integrity check, a 
second read forma* must be supported by all video receivers and by video transmitters that d o not 
implement a hardware I 2 C master. This access, shown in Figure 2-10, has an implicit BBffl 
address equal to 0x08, the starting location for Ri\. The short read format may be uniquely 
differentiated from combined reads by tracking STOP conditions (P) on the bus. Short reads must 
be supported with auto-incrementing addresses. 

On page 21, the Bksv register definition has been changed as highlighted below: 

Video receiver KSV. This BfflWfflW be used to determine that the video receiver is HDCP 
capable. Valid KSVs contain 20 ones and 20 zeros, a cha racteristic that must be verified by the 
video transmitter hardware before encryption is enabled. 



the receiver's HDCP hardware is ready to operate. 



This value must be available any time 



On page 21, the Bcaps register definition is incomplete. Bits 3, 2, 1 , and 0 should be specified as reserved, 
with read value zero. 

On page 21 and 22, the implementation-specific debug registers are expanded to 32 bytes and placed at 
offset OxEO-OxFF. The following are updated Tables 2-2 and 2-3 with the changes highlighted: 
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Offset 
(he,) 


•.Name, r" 


Size in 
• Bytes. 


R6/ 
Wr 


Function: r ^ . 


0x00 


Bksv 


5 


Rd 


Video receiver KSV. This value must always be available for reading, ahd 
may be used to determine that the video receiver is HDCP capable. Valid 
KSVs contain 20 ones and 20 zeros, a characteristic that must be verified by 
video transmitter hardware before encryption is enabled. 






3 


Rd 


AH bytes read as 0x00 


0x08 


RV 


2 


Rd 


Link verification response. Updated every 128 th frame. It is recommended 
that graphics systems protect against errors in the l 2 C transmission by re- 

readme this value when nnpxnprtpH valn^c art* ***n**i\raA Thip ,,»i llfl u _ 
ivuwiug who voiuv wiich uncApcwicu vdiucs are received, ims value must oe 

available at all times between updates. R 0 % must be available a maximum of 

100 ms after Aksv is received. Subsequent Rj values must be available a 

maximum of 128 pixel clocks following the assertion of CTL3. 


OxOA 


Rsvd 


6 


Rd 


All bytes read as 0x00 


0x10 


Aksv 


5 


Wr 


Video transmitter KSV. Writes to this multi-byte value are written least 
significant byte first. The final write to 0x14 triggers the authentication 
sequence in the display device. 


0x15 


Rsvd 


3 


Rd 


All bytes read as 0x00 


0x18 


An 


8 


Wr 


Session random number. This multi-byte value must be written by the 
graphics system before the KSV is written. 


0x20 


V 


20 


Rd 


Twenty-byte SHA— 1 hash value used in the second part of the authentication 
protocol for video repeaters. 


0x34 


Rsvd 


12 


Rd 


All bytes read as 0x00 


0x40 


Be ops 


i 




Bit 7: Reserved. Read as zero. 

Bit 6: REPEATER, Video repeater capability. When set to one, this device 
supports downstream DVI connections as permitted by the Digital Content 
Protection LLC license. 

Bit 5: READY, KSV FIFO ready. When set to one, the device has built the 
list of attached KSVs and appended the verification value V. This value is 
always zero during the computation of V. 

Bit 4: FAST. When set to one, this device supports 400 KHz transfers. When 
zero, 1 00 KHz is the maximum transfer rate supported. 


0x41 


Bstatus 


2 


Rd 


Refer to Table 2-4 for definitions. 


0x43 


KSV 
FIFO 


I 


Rd 


Key selection vector FIFO. Used to pull KSVs from devices with downstream 
DVI outputs. Must be read in a single, auto-incrementing access. 
AH bytes read as 0x00 for video receivers (REPEATER — 0). 


0x44 


Rsvd 


EE] 


Rd 


All bytes read as 0x00 




dbg 


23 


Rd/ 
Wr 


Implcmentation-specificdebug tiSBBHB- Confidential values must not be 
exposed through BiBHffWBHS. 



Table 2-2. Primary Link HDCP Port (I 2 C device address 0x74) 
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Offset 
(hex). 


Name . 


Size . 
(Bytes) \ 


RdAVr. 


Function - r c.' 


0x00 


Bksv 


5 


Rd 


Video receiver KSV. See primary link comments. This value must 
match the value of Bksv for the primary link. 


0x05 


Rsvd 


3 


Rd 


All bytes read as 0x00 


0x08 


Ri' 


2 


Rd 


Link verification response. See primary link comments. This value will 
differ from the value of RC for the primary link. 


OxOA 


Rsvd 


6 


Rd 


All bytes read as 0x00 


0x!O 


Aksv 


5 


Wr 


Video transmitter KSV. See primary link comments. This value must be 
programmed to the same value of Aksv for the primary link. 


0x15 


Rsvd 


3 


Rd 


All bytes read as 0x00 


0x18 


An 


8 


Wr 


Session random number. Sec primary link comments. This value must 
differ from the programmed value of An for the primary link. 


0x20 


Rsvd 




Rd 


All bytes read as 0x00 


m 


dbg 


m 


RdAVr 


Implementation-specific debug [WllkUJW. Confidential values must not 
be exposed through UlffiPIWfflffir^^ 



Table 2-3. Secondary Link HDCP Port (I 2 C device address 0x76) 
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mmmmmmmmmm 



On page 41, Table A-3 has been changed as highlighted below: 





; :ai - Bl . 


Al - B2 • 


; - v ■ ■ A2 


-.'•Bl"- =■;•: 




u Km 


5309c7d22fcecc 


f 6aee46089c923 


4afe34dbecl205 


a423d78b8676a7 


Kt,rt.A 1 t.H If . 

' :." An T2' 


034 271cl30c070403 


04 4 5e6 2a53adl0fe5 


083bec2bb01c6 6e07 


00351f 7175406a74d 


• ks ~ '. 


S4294b7n040ck1^ 


4eooa94ia0e8bl 


2c9bef 71df 792e 


1963deb799ee82 


: ';. 'J - \M* :i>"::- 


aU^OCOXSc / jQUUIC 


e7d28b9b2f 4 6c4 9d 


8ele91f6d8ae4c25 


d05d8c26378al26e 


. no . ■ • 


8ae0 


fb65 


3435 


4fd5 




d692b7eeld40e8 


e46f 51311a959a 


f 3e27849d067cl 


65f793el60ec27 


.'AfMl^ "• 


Idbf44e50f523e56 


445b5c6eebf657f f 


23d89127a5ee6c26 


68be984885aa£ef 7 


Line 1, Pixel I 


R 59 G cO B 3e 


R 56 G bf B 8a 


R 11 G 


07 


B d2 


R b8 G 2c B 9c 


.Line i, rixei 4- 




R 2c G 26 B 03 


R bl G 


8f 


B 7f 


R 9b G 34 B e3 


TUnc l;^Pixel 3 


R 9a G f9 B 19 


R 88 G 43 B dc 


R 3c G 


fb 


B 8C 


R lc G fa B d7 j 


Line, Pixel 4 ; 


R 5b G 5d B 6c 


R Id G db B bd 


R a3 G 


97 


B 0c 


R 00 G AO B 08 


Llnerl, Pixel 5 s 


R 55 G dc B de 


R e6 G 32 B 13 


R 38 G 


94 


B 3e 


R ce G c3 B f4 


Line 1, Pixel^ 


R e5 G 87 B 63 


R 36 G 34 B 24 


R ac G 


84 


B da 


R £4 G 36 B 27 


^Linel^ixcITi 


R be G fc B c7 


R 48 G 82 B 8f 


R b8 G 


a4 


B 73 


R b6 G 36 B f7 


Line 1, Pixel 8' 


R al G b5 B 65 


R 99 G b9 B db 


R 2f G 


C5 


B cO 


R 24 G bd B 8b 


Horizontal 

BlanklRe'rKiEvl 




?-;....< :\ , • \ - p .""V. , > 


. ■ H - > : : ;^'T'-.';' : -'4-.4.. -•- 


-Vs 






^Line;2i Pixel i: 


R 12 G 6b B 14 


R 9c G ac B 7b 


R 6c G 


64 


B c7 


R 73 G 9f B 2e 


"Line 2, Pixel ;£ 


R 06 G 4a B 73 


R 40 G 11 B dO 


R ba G 


05 


B 8d 


R f6 G le B 16 


i^Llne 2, Pixel 3 


R £8 G bb B 15 


R aa G 3c B e6 


R 62 G 


17 


B ff 


R e2 G 8c B 59 


; Line 2^ Pixel 4 : 


R cc G e6 B 21 


R e6 G e9 B ac i 


R f 1 G 




B df 


R d9 G 8a B 86 


Llne'2iPixel5 


R 87 G 95 B 78 


R 7a G d5 B 2e 


R c2 G 




B 92 


R cS G eb B 96 


^Lihe2 t Pixel6 


R d2 G 03 B f7 


R 94 G If B 35 


R 47 G 


a4 


B 94 


R cO G b3 B ce 


^LJne.li^ixel^ 


R 62 G 81 B 44 


R a7 G 85 B 64 


R 59 G 


b7 


B al 


R eb G 26 B f3 


Line 2, Pixel 8 


R 80 G d8 B 75 


R f7 G 45 B 16 


R 9d G 


96 


B ea 


R f4 G 9e B el 



Table A-3. Sample Authentication and Encryption Values (REPEATER = 0) 
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On page 42, Table A-4 has been changed as highlighted below: 





: ~ . Al - Birr 7 


; r: Al -B2 ' 


-.;'.^2,:^.:B1-::' i.. 


i:\.f.. v; ..' : A2;,-:-:B2 -V.-. 




5309c7d22fcecc 


f6aee46089c923 


4afe34dbecl205 


a423d78b8676a7 


'• \REPEATER llr 
-~: An - 


J- Jtc / JUCU / U H U J 


1445e62a53adl0fe5 


183bec2bb01c66e07 


10351f7175406a74d 


f Ks — 


bc607b21d48e97 


b7894f 1754caaa 




aac414 7 081a2d0 


-.. - A/„ ^ 


372d3dce3 8bbe78f 


43d609c682c956el 


d j oaeeie4 4a5 8014 


38b57ad3cddlb266 




64 85 


WmsmikWM&il&Mif. 68| 


dd9b 


7930 


-- . .- , A# >-»r,o. Fr) 




f fbfea4bc7fd2c 


alec276b2ddaf 0 


Of 0b83888e3209 




016f9561e00l£8 0d 


2a067368042falaa 


b365f 8813c45db0b 


06471e358f601ce4 


; . Li ne .1 0 Pi xel J * 


R 33 G 4e B 55 


R be G 9c B a4 


R 4a G c7 B d3 


R c2 G c8 B 84 


Li he 1, Pixel 2 


R d2 G 37. B 4e 


R 43 G jg B df 


ft ou vj a/ 0 ec 


R 2f G 7c B 68 


Lineiii Pixel 3 


R Oe G 22 B £5 


R bl G eO B 12 


R 2d G 6e B 36 


R 90 G Ob B e5 


Line 1, Pixel 4 


R Cl G 31 B 8f 


R 27 G dO B 5a 


R el G 75 B b6 


R 9e G de B 54 


Fl fclne lV Piielh5 r 


R dc G al B a7 


R d8 G aa B 3d 


R 94 G ff B fb 


R 78 G cd B 8c 


Line 1, ?ixe! 6 


R 27 G e7 B c3 


R 3f G 2a B 64 


R 11 G aa B cl 


R 38 G a5 B b8 


Line l^Pixel 7 


R 56 G 3e B c9 


R 2e G 00 B Oa 


R 5c G 71 B 66 


R 32 G ff B le 


, Line 1; Pixel 8 


R 10 G dc B 2f 


R f2 G 47 B 63 


R be G 33 B 6f 


R e4 G d9 B Oc 


""Horizontal 
Blank Re-Keyl 










^:Line^2,-Pixel;l-; 


R 73 G 03 B 22 


R e4 G 97 B fl 


R Ob G a7 B ec 


R 62 G Of B 61 


Line 2, Pixel 2 


R 69 G 01 B 36 


R df G 15 B Oe 


R 4f G 10 B le 


R 33 G 73 B 52 


Line 2, Pixel 3 


R 3d G 27 B 53 


R 2f G 44 B 7b 


R fe G 16 b 16 


R cd G 96 B fd 


Line 2* Pixel 4: 


R fe G 41 B 50 


R Oc G 9b B ae 


R 52 G e6 B 35 


R 53 G ea B d5 


ifLine 2^ PixeiSi 


R a8 G 18 B 8d 


R 93 G db B da 


R db G 8d B b7 


R 33 G a9 B 31 


Line 2, Pixel 6 . : 


R la G 02 B 91 


R a7 G f9 B 01 


R 18 G fO B d9 


R cc G 34 B 86 


Line 2, Pixel-711 


R 8c G 29 B ce 


R la G 39 B 9a 


R fS G 9a B 63 


R 6e G eO B bb 


Line *' Pixel* 


R 89 G cd B bf 


R 4b G 54 B 00 


R d4 G ac B aa 


R d2 G fc B 4b 



Table A-4. Sample Authentication and Encryption Values (REPEATER = 1) 
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wmm. 



wmm 



On page 54, Table A- 16 has been changed as highlighted below: 



'Sequence'. 


Kx. 




. . - Kz, • . 


• ' B* /. 


.. /By 


•; > : ' j Bz\ . • ; 


Output 


. "Load 


0x0.8 9c 92 3 


..Oxf 6aee:4 6*> 


.0x0000000 


OxadlOfeS. 


,0x5e62a53 


; 0x0,00.014 4 




. 1.. 


OxOOOaceS 


0x2bbe222 


0xa64ba32 


Oxf 8ee8f 0 


0x5d68545 


0x649180e 


0xb24463 


2 .... 


0xbe2db4d 


0xced43e8 


Ox6cf4c5d 


0x5e52253 


0x8d0daa0 


Oxf bde86b 


OxlfalSf 


'3-. : ~~ ' 


0x59aaal6 


0x420acae 


0x948ddf 1 


0xe59bdcc 


0xd7951bl 


Ox092c03c 


0x787a32 


• .4"" :;■ . 


0x6716e27 


0xc71eabf 


0x728216a 


0x84926be 


Oxcaad80c 


0xec3a8a5 


Oxf 27cef 




0x2b8be74 


0xc7b7cd8 


0xl896efd 


0x7d66727 


0x5c571f 8 


Ox8069a85 


0x88a3ad 


, r6,:--.-; J .:-- 


0x417f 923 


Oxf 719e90 


0xd5cl459 


0x76bb30d 


0x5333af4 


0xal8c913 


OxdOlf lb 




0x6clfaa9 


Oxf 7175fd 


0x50bb276 


0xd91bfa4 


0xla7d561 


0x456e67c 


0xdc6f7c 




0x90al447 


0xad4dd26 


Ox59af db6 


0xa59b390 


0xl794cd7 


0x3453df f 


0x9276f 6 




- 






... 


... 


... 




"iV.: s 4i?:r : -'.- 


0x456a8de 


0x218a73d 


Oxef e8143 


0x4705e66 


0xa0ab473 


0x77d249d 


0x40cba0 


•-> -742 --■/- - 


0x5bb75c0 


0x9e32509 


0xcd4d66f 


0x4d4a0e2 


0x02b580f 


0x2b49a78 


0xla3445 


43 


0x692b31d 


0x40c7b06 


0xeb692c8 


0x0d36661 


0x3a20cl3 


OxBcf 85c3 


0x02f 684 


i jL44-' - : 


0x4ac7e44 


Ox584dad4 


0x2606dca 


0xb39da54 


0xc47d057 


0xdca5d5d 


Oxf 7ef 88 


S"».;*-:45r^:* 


0x995c381 


0xe782e99 


0x500545a 


0x0710574 


0x54607a7 


0x42e8ale 


Oxf la5cc 


V- 46v- .. 


0x2a39ef6 


Oxb3509f 9 


0xbd2 6dfe 


0x284el7f 


0x439d9e4 


0x4ddl8ce 


0x23402b 


:.47-' 


0xe937d30 


0x7910780 


0x03575d7 


Oxdf 9ad7d 


0x3c7791a 


0x6ddd61f 


Ox95dc64 


: V--.v48Ji ; v 


0xb9af 224 


Ox04c8a5f 


0x49c96bl 


0x754caaa 


0xb7894f 1 


Oxf cce020 


Oxcdaald 


•' \ Load 


:0x7 r 5;4caaa.; 


X0xb78 ; 94.f^-; 


:Ox'f cced2 0> 


■OxadlOfeS 


>.0x5e62a5 3 


0x000.0144 




0<\. 1. 


OxlcfbSdd 


0xce2b088 


0x2eec032 


Ox93dabe7 


0x5d68545 


Ox649180e 


0x4bbc20 


•'2i..-"-- 


0xfa0338f 


0xdd9dlld 


0x26e8f 45 


Ox91d34c5 


0x8d0daa0 


0xa42f 29f 


0x0cl351 


V.-..-73.' -'/ : • 


Oxllf fele 


0xd8fc06f 


0x846a9c2 


0x575dl69 


Ox5f ld290 


0xd8d250e 


0xl4f 5d7 


y^-,r4-', - - : - 


0x004ea3a 


0xb8ae70e 


OxOOf 25c3 


0x807911a 


Ox442cc5a 


Oxlf 6d6e5 


0xa0c9b8 




Oxf fdlf46 


0x63f cef 9 


0x59e2583 


0x0965cf f 


0x912f 65a 


0x9fad256 


0x28067a 


■•■-6:-.: 


0x86aa27f 


Oxlbf C986 


0x7559055 


0xd307f fb 


Oxllaf6dl 


0x4dl4ec4 


0xa73184 


7- .-^ 


0xe438d81 


0x2f72c2a 


0x065bebb 


0x2c48a34 


0x00edl6b 


Oxb2430a6 


0x62d500 


..8. 


0xdc88b2a 


0xlb83e3e 


0xc719f 35 


0x3530afd 


0x2435827 


0x62edd40 


0xe4b982 


BSnS 
















SHEeSHII 0x6elecc7 
BHEJ^H 0x9b7983d 
HBnHH Oxl848c4a 
BBBSfr—W 0xb9f£03e 
SSKSBHi 0x031fbfa 
^HHIf ffftWi 0xc67efSd 
WMMM-IBPffl 0xa8244d2 
BBEMW 0xe3a9d07 


0x2126ced 
0xd61a93c 
0x6946104 
Oxf afd4f 8 
0x20c4236 
0xdee5ece 
0x3aef 4b0 
0xce2e311 


0xa7ac884 
0x560de7f 
0x97436c5 
0x030217e 
0x7181797 
0xb3296c2 
0x5c7f 3ad 
0xa20cd64 


0x0a7c511 
0x47467e0 
0x0ac81df 
0xb570368 
0xa99940c 
0xd4f4edd 
Ox7eb9d86 
0xel5bl66 


0x278da73 
Oxf 5c27f 1 
0xac4 7979 
0x4a63c44 
0x810cdc7 
Oxe33bd04 
0xa72a66e 
0x74e9482 


0x3c52476 
0x56257fb 
0x84c004f 
0x8c9e6f f 
0x6eb5ela 
0xcbee0l2 
0x5527b8c 
0x6a048e0 


0x2af bb7 
Oxbf 090b 
0x6f f fc7 
0x8f5af 2 
0xda4 3d6 
0xc409c6 
0x3f 82c9 
0x6856el 



Table A-16. Block Module States During Al - B2 Authentication (REPEATER = 1) 
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SILICON IMAGE FIRST TO COUPLE DIGITAL AUDIO 
AND VIDEO ON THE DVI LINK 

Debut of New Chipset Paves the Way 
for Premium High-Definition Content in the Living Room 

SUNNYVALE, January 16, 2001 — Silicon Image (Nasdaq: SIMG), a 
price/performance leader in high-bandwidth semiconductor solutions for mass 
markets, today took a significant step forward in the effort to bring high- 
definition (HD) Hollywood studio content directly to consumers with the 
introduction of audio capability on the Digital Visual Interface (DVI) link. The 
Sil™ 190™ PanelLink® transmitter and Sil 991™ PanelLink receiver are the 
first semiconductor chips to couple digital audio and video data in a single, 
secure, all-digital interface capable of supporting uncompressed HD content. 
The Sil 190 transmitter is designed for an array of consumer electronics (CE) 
host devices, including set-top boxes, DVD players, D-VHS players and game 
consoles, while the Sil 991 receiver is compatible with CRT, LCD, plasma and 
DLP-based HDTVs and projectors. 



Dave Kummer, Vice President of Engineering at EchoStar's DISH Network sai< 
"EchoStar invests heavily in constantly improving our network and delivering it 
best entertainment services to our customers. DVI with HDCP will be a key 
component in future high-definition set-top boxes that implement advanced 
features. Furthermore, since we first became aware of DVI and HDCP, we 
believe the ability to transmit and receive digital audio data over the same 
uncompressed digital link as the video data would make the solution even mor- 
robust. EchoStar is pleased to know that Silicon Image is addressing this need 
and we are excited at the prospect of offering integrated digital audio 
functionality over the DVI link to our customers in the future." 

Frank Romeo, director of the DTV Strategy Group for Samsung Electronics 
Corporation, said, "We are pleased that Silicon Image has taken DVI to the ne: 
level and has addressed the need to transmit and receive digital audio and 
video data over the same uncompressed digital connection. This new ability 
makes DVI an even more robust solution for new generations of digital 
consumer electronics devices." 

Building upon the recent availability of High-bandwidth Digital Content 
Protection (HDCP), audio adds yet another layer of functionality to the robust, 
high-bandwidth DVI link. DVI with HDCP enables the encryption of premium HI 
video between digital CE host and display devices, addressing the motion 
picture industry's concerns about unauthorized duplication and piracy of their 
most valuable copyrighted content. With the addition of audio capability to the 
same DVI link, CE manufacturers can now transmit and receive all digital 
surround-sound formats, including Dolby Digital®, Digital Theater Systems 
(DTS)™ and PCM Stereo, while eliminating the need for a separate audio 
connector and cables. No additional pins are used as the audio data is 
embedded within the existing DVI clock channel with an advanced method of 
data modulation developed by Silicon Image. By reducing the number of systei 
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components, embedded audio simplifies OEM system design, lowers 
component costs and improves ease of use for the consumer. 

Martin Reynolds, VP and Research Fellow for Gartner Dataquest, noted, "Ever 
with today's near-gigabit interfaces, consumer digital AV interconnects require 
the use of compression. Compressed data drives built-in obsolescence in the 
display, or a messy and expensive external decoder. Neither is a satisfactory 
solution for the consumer, who requires a single connection that carries all 
audio and video between devices and long life of the expensive display 
subsystem. Also, the interconnect must be encrypted end-to-end to encourage 
the release of high-definition content, a real challenge to analog solutions." 

Steve Tirado, Silicon Image COO, noted, 'This is all about taking digital to the 
next level for the consumer electronics market. Consumers want premium 
digital content and ease of use. We have led the market in quality and 
integration for over three years now. Today we are upping the ante for digital 
video by enhancing access to high-definition content, simplifying cable 
management and giving consumers the highest quality digital video and digital 
audio." 

Silicon Image President and CEO Dr. David Lee stated, "With digital audio, we 
are demonstrating our ongoing ability to innovate on the DVI link. Silicon Image 
technology is the foundation of the DVI 1 .0 industry specification introduced by 
the Digital Display Working Group (DDWG). PanelLink, our proprietary 
implementation, leads the industry. We were the first to introduce DVI-compliar 
chips and the first to innovate on the DVI link with HDCP-enabled silicon 
solutions. Audio is a continuation of this trend." 

Constituencies responsible for the widespread release and availability of 
premium HD content in the home have already indicated their support for DVI 
with HDCP. Warner Bros., Disney, Universal Studios and Fox, as well as CE 
manufacturer JVC and satellite broadcast provider EchoStar, have all endorsee 
DVI with HDCP. 

Tirado added, "Audio strengthens the existing case for DVI as the digital . 
interface for the critical connection between digital host devices and digital TVs 
HDCP offers the promise of the highest quality video available, and DVI is the 
only digital interface with enough bandwidth to accommodate it. In addition, D\ 
is simple and cost-effective to implement in terms of both software and 
hardware because it's a point-to-point interface unlike IEEE 1394." 

Bandwidth of 2.2 Gigabits/sec. is required to support uncompressed HD video 
transmission. With bandwidth of up to 5 Gbps for a single DVI link, compared t 
the 400 Megabits/sec. supported by IEEE 1394, DVI is the only digital interface 
capable of accommodating uncompressed digital data such as HD video. Data 
transmitted in compressed format must first be compressed by the host device 
and subsequently decompressed by the HDTV upon receipt. This poses sever; 
problems. 

First, the compression and decompression sequence degrades image quality. 
Second, it requires additional components in both the host and display device, 
namely an MPEG encoder and decoder, respectively. DVI eliminates the need 
for these costly components. Additionally, DVI has excess bandwidth to suppoi 
additional functionality beyond audio and HDCP that may be added in the 
future, again reducing the need for additional connectors. DVI also has the 
bandwidth to support higher audio fidelity, such as more channels of surround 
sound or 96 KHz sampling rates, as well as higher video resolution such as 
1080p-ensuring no risk of long-term obsolescence. 
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^ v The Sil 190 transmitter and Sil 991 receiver are projected to be sampling in Q2 

2001 and begin shipping in production volumes during Q3 2001 . 

About PanelLink 

Recognizing the need for a worldwide, open specification for a cost-effective, 
high-bandwidth digital display solution, Silicon Image, together with Intel, 
Compaq, Fujitsu, HP, IBM and NEC f formed the Digital Display Working Group 
(DDWG). The DDWG subsequently defined and published the Digital Visual 
Interface (DVI) specification based on Silicon Image's PanelLink protocol. The 
industry's leading DVI implementation, PanelLink provides scalable, end-to-em 
all-digital connectivity between host devices and digital displays such as flat- 
panel monitors, projectors, high-definition TVs and digital CRTs. PanelLink has 
been incorporated in host systems and displays sold by all of the top 10 PC 
OEMs and display manufacturers. 

About Silicon Image 

Headquartered in Sunnyvale, Calif., Silicon Image, Inc. designs, develops and 
markets high-speed semiconductor solutions for a variety of communications 
applications that require cost-effective, high-bandwidth capabilities. Leveraging 
Silicon Image's circuit innovation at the physical layer, the company's 
proprietary, reduced overhead Multi-layer Serial Link (MSL™) architecture is 
well suited to address a number of mass markets with aggressive bandwidth 
price/performance requirements-including the display, storage and networking 
sectors. Evidencing its success, Silicon Image has shipped more than 15 millic 
high-bandwidth, low-cost semiconductor solutions to the PC market alone. For 
more information on Silicon Image and its proven multi-layered, high-speed 
interconnect technology, visit www.siimage.com 

This news release contains forward-looking information within the meaning of 
federal securities laws and regulations. These forward-looking statements 
include statements related to the capabilities, implementation and potential 
applications and benefits of the Sil 190 transmitter and Sil 991 receiver, as wel 
as the anticipated prices and sampling and shipping times for the Sil 190 
transmitter and Sil 991 receiver. These forward-looking statements involve risk 
and uncertainties, including those described from time to time in the filings 
made Silicon Image with the Securities and Exchange Commission (SEC), tha 
could cause the actual results to differ materially from those anticipated by 
these forward-looking statements. Among the important factors to consider are 
the economic, marketplace, competitive, technological and operational factors 
affecting Silicon Image's business. Please see the most recent quarterly report 
on Form 10-Q and annual report on Form 10-K filed by Silicon Image with the 
SEC. Silicon Image does not assume any obligation to update this forward- 
looking information. 

### 

Silicon Image, Sil, Sil 190, Sil 991 and PanelLink are trademarks or registered 
trademarks of Silicon Image, Inc. in the United States and other countries. 
Other trademarks are the property of their respective owners. 

CONTACTS: 

Sheryl M. Gulizia 
Manager, Public Relations 
Silicon Image, Inc. 
Phone: 408/616-1553 
Fax: 408/830-9527 

Marie Labrie 
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1. Introduction 

The High-bandwidth Digital Content Protection 1 (HDCP) technology requires adherence to the HDCP 
License s compliance and robustness rules. These rules ensure that HDCP implementations both 
protect the confidentiality of keys and other values from compromise as well as deliver Uie desired 
protection for high-value video content. To meet these requirements, the HDCP Upstream Protocol 
has been developed to facilitate the implementation of HDCP on Personal Computers and other open 
platforms. On these platforms, the HDCP source device functionality is typically performed by a 
combination of the graphics hardware and video source application/middleware. 

Figure 1-1 illustrates the relationship between the source application/middleware, the graphics driver 
the graphics hardware, and the video receiver. 
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Figure 1-1. Upstream and Downstream Protocols 



The Upstream Protocol is defined to allow the graphics subsystem software to facilitate both the 
Upstream and HDCP Downstream Protocols without handling confidential values thereby avoiding 
the requirement of a tamper resistant component in the driver stack. Implementations of the Upstream 
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Protocol must meet the robustness and compliance rules specified in the HDCP Upstream Protocol 
Adopter License. 

At system reset and hot plug events, the graphics driver facilitates downstream authentication between 
the transmitter hardware and the receiver hardware. For systems supporting HDCP, data will be 
encrypted between the graphics subsystem and monitor prior to the time that source applications load. 
Once loaded, it is the responsibility of source applications to determine the status of the HDCP 
protected link using the Upstream Protocol and to determine whether to deliver content through the 
video system based on that status. 

2. Upstream Protocol 

The Upstream Protocol is a cryptographic exchange between software and graphics hardware. The 
protocol requires a set of cryptographic keys for each protocol endpoint Each set of 40 56-bit keys is 
the same size as that found in the HDCP protocol (the downstream protocol) for authentication 
between the DVI transmitter and receiver. The key agreement protocol between the endpoints begins 
with a key sum operation as in HDCP, allowing for reuse of graphics hardware necessary for the 
downstream protocol. 

One difference between HDCP and the Upstream Protocol is that the Upstream Protocol establishes a 
key that is used to protect no more than 64 bits of data. Since very little ciphertext is revealed for each 
authentication, a relatively uncomplicated cipher may be used. The Upstream Protocol provides a 
mechanism for the encrypted transfer of a secret 64-bit value used to ensure the integrity of the KSV 
list from the hardware to software. Additionally, a method for software to verify the integrity of status 
values that are passed unencrypted from hardware to the software is also provided. These distinct 
variations of the protocol are depicted in Figure 2-1 through Figure 2-4. Jo these figures, the software 
component is represented by endpoint C, and the graphics hardware by endpoint D. The endpoints of 
the protocol have key sets Ckeys and Dkeys, respectively. 

In some integrated cases, the Graphics Hardware may use a set of Dkeys to authenticate more than one 
HDCP capable DVI port. In such cases, each port is accessed separately by means of an intra-Dksv 
index passed to the Upstream Protocol. This index is passed into the protocol via bits 4-6 of Cmode 
and is referred to as index. 
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Status Read 



Software [Device C] 



Generate Cn 



Initiate Status Read: 
Cn, Cksv, Cmode 



Read: Bksv, Dksv, S\ 
msb40(An2 



Ku s Z Ckeys over Dksv 

K1 = oneWay-As6(Ku, lsb40(Cn)) 

K2 = one Way-As6(K1, Bksv) 

K3 = oneWay-A66(K2, msb40(An)) 

Kp = oneWay-As6(K3, status || msb24(Cn)) 

Verify Kp = Kp' 



Figure 2-1. Upstream Protocol Status Read Without Connection State 



Graphics HardwarefDevice D] 



Ku* = Z Dkeys over Cksv 

Kl^oneWay-AsefKu', lsb40(Cn)) 

K2* = oneWay.A56(KV, Bksv) 

K3' = oneWay-A66(K2, msb40(An)) 

Kp' = oneWay-A56(K3\ status || msb24(Cn)) 

S' * status || Kp' 



Software (Device C) 



Generate Cn 



Ku = L Ckeys over Dksv 

K1 = oneWay-A56<Ku. lsb40(Cn)) 

K2 = oneWay-As6(K1 , Bksv) 

K3 » oneWay-A56(K2, msb40(An)) 

K4 = oneWay-A56(K3. status || msb24(Cn)) 

Kp = oneWay-A 56 (K4, Cs) 

Verify Kp=Kp' 



Initiate Status Read: 
Cn, Cksv. Cmode 



Read: Bksv, Dksv, S\ 
msb40(Ah), Cs 



Graphics Hardware[Device D] 



Ku' = I Dkeys over Cksv 

KV = oneWay-A56(Ku', lsb40(Cn)) 

K2* = oneWay-AsefKV, Bksv) 

K3 ( = oneWay-A66(K2\ msb40(An)) 

K4' = oneWay-AssCK^, status || msb24(Cn)) 

Kp' = oneWay-AssCK^, Cs) 

S' = status i| Kp* 



Figure 2-2. Upstream Protocol Status Read With Connection State 



The status read protocol is shown in Figure 2-1 and Figure 2-2. Status bit 14 determines which of the 
two variations is performed. Software initiates the status read by transmitting to hardware its 40-bit 
key selection vector {Cksv), a 64-bil random value (Of), and an indication that readStatus is the 
intended operation (Cmode). The hardware computes a sequence of 56-bit key values using the key 
summation and the one-way function oneWay-A. The values of Cksv, Cn, the key selection vector of 
the authenticated downstream receiver (Bksv), the 40 bits of the downstream An, 16 bits of status, and, 
if status bit 14 is set, 40 bits of connection state (Cs) contribute to the final computed value, Kp\ which 
is concatenated with the status bits. The concatenated value (S) is returned to software along with 
msb40(An) the hardware key selection vector (Dksv), Bksv and , if status bit 14 is set, Cs. The 
software component first examines the returned status to determine if Cs is incorporated into the 
calculations, computes Kp from these values and compares the result to Kp'. The integrity of the 
received status word is verified when Kp equals Kp' and the returned index ' (in status) equals index (in 
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Cmode). The composition of the 16-bit status, and Cs are defined in Table 5-1 and Table 5-2. The one- 
way function is defined in Section 3. 

In the event that the HDCP capable DVI port is not transmitting or no such HDCP capable DV1 port 
exists, the calculations proceed with arbitrary values in lieu of Bksv and msb40(An). These arbitrary 
values must be the same as those returned in the protocol to enable the software to verify Kp with Kp\ 

All valid key selection vectors have a hamming weight of 20. The software must verify that the 
returned Dksv contains 20 1 's and 20 0's. Otherwise, the returned Kp % shall be considered invalid. 



Read M 



Software [Device C] 



Generate Cn 



Ku = £ Ckeys over Dksv 

K5 = oneWay-Bs6(Ku ( !sb40(Cn)) 

Ke = oneWay-B64(K5, msb24(Cn)) 

M 0 = Ke © M* 



Initiate M' Read: 
Cn, Cksv. Cmode 



Read: Dksv, M* 



Graphics Hardware[Device DJ 



Ku' = £ Dkeys over Cksv 
KS^oneWay-BsefKu', lsb40(Cn)) 
Ke' = oneWay-B64(K5\ msb24(Cn)) 



M' = Ke* © M 0 ' 



Figure 2-3. Upstream Protocol Read M 



The HDCP specification enables revocation to be performed by source applications, and to do this it 
needs to verify the integrity of the key selection vector list that it receives from downstream video 
repeaters. The mechanism for this verification requires the computation of the verification value V. 
This value is a function of the secret value M 0> which is a confidential output of the HDCP cipher 
during downstream authentication. The second mode of the Upstream Protocol, readM, provides the 
means for the 64 -bit M 0 vaiue to be encrypted by the hardware for reading by the source 
application/revocation agent. Figure 2-3 illustrates this exchange. 

It is possible that the readM operation may be engaged while the encryption enabled bit of the status is 
not set. In such cases, an arbitrary value may be substituted for Mo. 

The readM operation is similar to the readStatus operation in that key selection vectors are exchanged 
and a series of values are computed using a one way function. In the readM case the one-way function 
oneWay-B is used. The final output of oneWay-B, Ke\ is a 64-bit value that is exclusive-ORcd with 
the M 0 value. The result (M*) is returned to software along with the transmitter's upstream key 
selection vector (Dksv). With these values, software is able to decrypt jVT to obtain M 0 , and in turn 
compute V for the verification of the KSV list. 
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ReadZ 



Software [Device C] 



Graphics Hardware[Device D] 



Generate Cn 



Initiate T Read: 
Cn, Cksv, Cmode 




Ku' = I Dkeys over Cksv 



K6' = oneWay-B56(Ku\ IsWO(Cn)) 
Kz' = oneWay-B64(K6' ( msb24(Cn)) 
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msb24(Cn)) 



Ku = X Ckeys over Dksv 

K6 = oneWay-B 56 (Ku, lsb40(Cn)) 

Kz= oneWay-B64(K6, msb24(Cn)) 




Zm^Kz'eZ* 



Z = Kz©Zm' 



Figure 2-4. Upstream Protocol Read Z 



The Upstream Protocol is designed to work in conjunction with solutions protecting the data path from 
the application to the video transmitter. In some solutions, the Upstream Protocol may provide initial 
keying material (Z). By providing Z to both the application and the data path decryption hardware, 
such systems can use the Upstream Protocol operations for much of the authentication work associated 
with establishing that encrypted content channel. Figure 2-4 illustrates this exchange. 

The graphics hardware generates a 64-bit secret random or pseudo-random value, Zk. If the graphics 
hardware supports multiple content pipes, then there is a different Zk for each content pipe. The value 
of Z is calculated as a function of Zk, Cn t and Cksv. 

The specifics of how Z is used as keying material depend on the specific method used to encrypted the 
content channel and, therefore, is beyond the scope of this specification. Software will use methods 
beyond the scope of this specification to determine if Z is used in such a content stream encryption 
mechanism, and how Z is applied if it is used. Furthermore, status bit 15 can be used to determine if 
the readZ operation is supported. For those implementations which do not use Z, an arbitrary value 
may be returned in lieu of Zm*. 

3. One Way Functions 

The one-way functions used. in the Upstream Protocol are built from a set of four linear feedback shift 
registers (LFSRs) and a combining function as defined for the LFSR module of the HDCP cipher, with 
longer LFSRs. The two one-way functions differ only in the initialization of 100 bits of state (Table 
3-2). 
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Figure 3-1. One Way Function 



The upstream linear feedback shift register module consists of four LFSRs of different lengths and a 
combining function that produces a single bit stream from them. The combining function takes three 
taps from each LFSR. The generator polynomials and combining function taps for the LFSRs are 
specified in Table 3-1. 
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Table 3-1. LFSR Generation and Tapping 



Figure 3-2 illustrates the tap locations of LFSRO as well as the XOR term feedback into the least 
significant bit of LFSRO. 
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Figure 3-2. LFSRO 



The combining function contains four cascaded shuffle networks, each of which includes two state 
bits. One tap from each of the four LFSRs is exclusive ORed together to form the data input to the first 
shuffle network. One tap from each of the four LFSRs is used as the select input to one of the four 
shuffle networks. The output of the fourth shuffle network is exclusive ORed together with one tap 
from each of the LFSRs. The Combiner Function illustrated in Figure 3-3. 
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Figure 3-3. LFSR Module Combiner Function 



The shuffle network is represented schematically in Figure 3-4. If the shuffle network contains the 
ordered pair of boolean values (A, B) and has boolean data input D and selection input S t the S value 
controls the next state. If S is zero, it outputs A and assumes stale (B, D). If S is one, it outputs B and 
assumes state (D, A). 
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Figure 3-4. Shuffle Network 



The LFSRs and combining function are initialized by a 56-bit key value and a 40-bit data value. The 
shuffle networks are each initialized with the same constant value. The initialization of the LFSRs is 
specified in Table 3-2. When the data value contains fewer than 40 bits, the 40-bit input value is zero- 
filled in the most significant bit locations. 
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Bit Field 


One Way- A 
Initial Value 


OneWay-B. 
Initial Value 


LFSR3 


(26:22| 


Data[39:35] 


Data[34:30] 




(21] 


inverse o/LFSR3 initialization bit [9] 




[20:14] 


Data[34:28] 


Data[29:23) 




[13.0] 


Key[55:42] 


Keyf48:35] 


LFS.R2 


[25:22] 


Data[27:24] 


Data[22:I9] 




121] 


inverse ofLFSR2 initialization bit [8] 




[20:14] 


Data[23:17] 


Data[18:12] 




. [13:0] . 


KeyPU;28] > 


" ;Key|34:2i):; , 


LFSR1 


[23:19] 


Data[16:12] 


Data[ll:7] 




[18] 


inverse ofLFSRI initialization bit [5] 




[17:14] 


Data[ll:8] 


Data[6:3] 




: ill 3:0].: V 


, Key[27:l4] 


:;. Key[20:7} 


LFSRO 


[22:20] 


Data[7:5] 


Data[2:0] 




(19J 


inverse of LFSRO initialization bit [10] 




[18:14] 


Data[4:0] 


Data[39:35] 




[13:7] 


Key[13:7] 


; Key[6;0] 






' Key(6;0] 


:. : Key(55:49]: ; -: : 


Shuffle 


Register A 


0 


0 


Networks 


Register B 


1 


1 



Table 3-2. LFSR Module Initialization 



Operation Sequence 

The one-way functions are used to create 56-bit and 64-bit values. In every use, the LFSRs are loaded 
with the specified initial values and then clocked 32 times. After this 32 clock warm-up, the function is 
clocked 56 or 64 times, depending on the size of the outputted value. The value is taken serially from 
the combining function output least significant bit first. 

4. Graphics Driver Requirements 

The graphics driver facilitates both the upstream and the downstream protocols. The facilitation does 
not require any confidential values to be handled, nor does it require the driver to guarantee the 
integrity of any values. The combination of upstream and downstream protocols provides for the 
necessary confidentiality and integrity of values, without the imposition of a tamper resistant software 
component in the graphics driver. 



HDCP Downstream Protocol 

The graphics driver is responsible for the initiation and management of the downstream protocol The 
protocol is started when the driver loads or when there is a hot plug event. Although the graphics 
driver facilitates the transfer of all protocol values, it does not handle revocation, and therefore does 
not completely implement the video transmitter state diagram of the HDCP specification The 
downstream protocol values that are required for the source application to perform revocation are made 
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available through the Upstream Protocol. During the downstream facilitation, the driver maintains 
copies of those necessary values for later use. The graphics driver actions during all parts of the 
downstream authentication protocol are described in this section. 



Dri 


ver;l0adj>link : inie^ 


plug events 


Step 




Comments 


1 


Read An, Aksv from the transmitter 




2 


Write A n, Aksv to the receiver 




3 


Read Bksv from the receiver 




4 


Write Bksv to the transmitter 




5 


Read and compare R 0 values from transmitter 
and receiver when available 




6 


If attached to a video repeater, read the KSV 
list and I^when available 






Driver two-second timer event (Link integrity check) 


Step 


Action 


Comments 


I 


Read and compare values from transmitter 
and receiver 





Upstream Protocol 

The graphics driver works in conjunction with the operating system to deliver an application 
programming interface to application software. The nature of this interface depends on the operating 
system. 

5. Graphics Hardware Requirements 

Table 5-1 defines a set of registers the graphics hardware must make available to software. In 
addition, implementations will have a method for initiating the downstream authentication protocol 
and also to enable the downstream encryption. 



Name 


Size in 

iBytiwIl 


RdAVr 


Description 


Aksv 


5* 


Rd 


Transmitter KSV. The graphics driver reads this value, verifies that it 
contains 20 ones and 20 zeros, then writes the value to the video receiver. 


An 


8* 


Rd 


Link encryption session random number. This multi-byte value is copied 
to the video receiver by the graphics driver. 

Note: Reading the least significant byte of An forces a return to State AO 
(Figure 2-4 of the HDCP specification 3 ). The byte read is the least 
significant byte of the new An. 


Bksv 


5* 


Rd/Wr 


KSV of the video receiver that the video transmitter is encrypting data. 


Btype 


1* 


RdAVr 


This eight-bit value provides initial values for the data side of the HDCP 
Cipher. 

bits 7-1 reserved, must be zero. 



3 High-bandwidth Digital Content Protection, Version 1.0, Intel Corporation, February 17, 2000. 
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bit 0: REPEATER capability bit reported by the attached device. 


Cksv 


5 


Rd/Wr 


Software KSV. Writing to this value triggers the upstream authentication 
sequence in the display device. Graphics hardware checks this value for 20 
ones and 20 zeros. 


Cmode 


1 


RdAVr 


Upstream Protocol mode. This value must be written by software before 
the KSV is written. The most significant four bits specify an intra-Dksv 
index (index) to route the request. The least significant four bits specify 
the intended operation. Three operations are currently defined. All other 
values are reserved for future use. 

bit 7: reserved zero 

bits 6-4: zero-based intra-Dksv index to route the intended operation 
bits 3-0: mode: (1 = readStatus; 2 = readM; 3 = readZ; others reserved) 
Note: If bits 6-4 specify an invalid index, then this operation may be 
routed to any of the existing valid indices. 

Note: the following values returned in this register set are selected by bits 
4-7 of Cmode: Actl, Aksv, An, Bksv, Btype, Cs, M, R u S, Zm' 


Cn 


8 


RdAVr 


Upstream exchange random number. This value must be written by 
software before the KSV is written. 


Cs 


5* 


Rd 


Connection State. See discussion below for further details. This value is 
required only if status bit 14 is 1. 

bits 39-29: implementation dependent connection state information 
bits 28-21. input plane flags 
bits 20-1 7: input pipe flags 

bit 16: at least one known Non-HDCP port is transmitting 
bits 15-8: reserved zeros 
bits 7-0: attach point flags 


Dksv 


5 


Rd 


Video transmitter upstream KSV This value muKt alu/avc h*» auaihKio 

r *\u t. mi] »aiut iiiuM uiWdy5 UC aval I a Die IOT 

reading. Valid KSVs contain 20 ones and 20 zeros, a characteristic that 
must be verified bv aDDlicalion ^nfrwari* h#»forr» r*»ipaeino nm»n^ a ^ 
content. 


M' 


8* 


Rd 


Encrypted Mo value 


Rr 


2* 


Rd 


Transmitter link integrity check value. 


S' 


9* 


Rd 


36:30 contain seven-byte Kp 

38:37 status bits, always readable 

See discussion below for further details of the status bits. 


2m ' 

♦ T n r\ir-ri lor 


8* 


Rd 


Encrypted 2 value. This value is required only if status bit 15 is 1. 



* Indicates a separate instance for each HDCP-enabled DVI port indexed by Cmode. 



Table 5-1. Required Hardware Registers 

Cmode 

Cmode specifies not only the upstream operation, but also selects which of possibly more than one 
HDCP-capable DVI port to route the request. This mechanism provides a means for the support of 
more than one HDCP^apable DVI port with a single set of Dkeys. Other mechanisms may be 
supported as well. 

Connection State (Cs) 
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With graphics controllers increasing flexibility, there may be support for more than one display output 
from a given controller. As such, other outputs may be acuve on a controller and connected to 
displays or devices which may not be permitted for specific content being displayed. 

The Connection State indicator enables a graphics controller to robustly relay its actual output 
configuration to applications enabling them to discover and evaluate the platform configuration and 
detect whether any unapproved display outputs are active. Furthermore, Connection State can indicate 
the presence of other permitted display such as those integrated with the device such as a laptop screen. 

Connection State bits 0-7 are attach point flags. Each flag corresponds with a physical connection 
point to the graphics controller, or is always zero when not assigned. An attach point flag is set to one 
if a transmitter/codec is attached at the corresponding attachment point and may be sharing protected 
content stream(s) with this attachment point. These flags may be either global or restricted to a 
particular content stream path (i.e. describing which physical connection points may be receiving the 
same content stream(s)). 

Connection State bit 16 is set if at least one known non-HDCP port is transmitting. 

Connection State bits 17-20 are input pipe flags. Each flag corresponds to a physical input pipe that 
may be part of the content stream associated with this connection state. If less than four input pipes are 
supported, the remaining flags are always equal to zero. 

Connection State bits 21-28 are input plane flags. Each flag corresponds to an input plane that may be 
part of the content stream associated with this connection state. If less than eight input planes are 
supported, the remaining flags are always equal to zero. 

Connection State bits 29-39 provide optional additional state information associated with the mapping 
of content streams through the Graphics Controller to the physical connection points. This format of 
this additional information is implementation specific. 

Status 



Status is a 16-bit register that is returned by the readStatus operation as part of S. The signature, A>, 
insures the integrity of the status bits returned. The definitions of the 16 bits of status are in Table 5-2. 



mm 


Description 


15 


1 if readZ is implemented. 


14 


1 if readStatus includes Connection State (Cs). The software must check this returned bit to 
determine whether Cs is part of the calculation of Kp. 


13 


1 if status bit 3 might not cover the entire scope of the content stream. If this bit is set, then 
Software must rely on Connection State or other means to assess the full scope of where the 
content streams flowing to this port are also flowing. 


12 


1 if this is an HDCP-compliant internal port and is currently transmitting. 


11 


reserved, zero 


10-8 


The maximum value of index. This is the maximum value of the intra-Dksv index passed in bits 
6-4 of Cmode. If a higher value is passed in Cmode for this index, then the operation may be 
routed to any of the valid indices. 


7 


reserved, zero 


6-4 


The actual index this readStatus operation was routed to. This is equal to bits 6-4 of Cmode 
unless bits 6-4 of Cmode specified an invalid index. 


3 


1 if at least one unprotected port is transmitting. If bit 13 is also 1, then an unprotected port 
outside of the scope of this bit may be transmitting. In such a case, if bit 14 is 1, then the 
Software can perform the readStatus operation routed to all attachment points specified by the 
Connection State (i.e. corresponding to Vs in bits 0-7 of Cs), to assess the full scope of the 
content stream. Otherwise, if bit 14 is 0, then the Software must rely on other means to determine | 
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the full scope of the content stream. 


2 


1 if this is an HDCP-capable external port and is currently transmitting. 


i. 


1 if a video repeater is attached to the HDCP-capable DVI port. This bit is 1 only if bit 2 is 1. 


0 


1 if encryption is enabled on the HDCP-capable external port or HDCP-compliant internal port. 



Table 5-2. Definition of Status word 



Table 5-3 provides examples of some valid combinations of the status bits. 



Example DesrriDtion 


Bit 14 


: ,'r;m t- '■■ 


1 1 ; : *lXv: : : 


■' "Kit V" 


: ; ,:fxJDHvX,:-:.: ; : 




HDCP capable external port (e.g. DVI) is 
currently transmitting. 


X 


X 


0 


X 


1 


(ext) 


HDCP capable external port (e.g. DVI) is 
currently not transmitting. 


X 


X 


0 


X 


0 


X 


HDCP compliant (non user accessible) internal 
digital interconnect (e.g. LVDS) is currently 
transmitting. 


X 


X. 


1 


X 


0 


(mf) 


Status bit 3 reports all unprotected ports within 
the scope of content stream within the graphics 
controller. 


X 


0 


X 


X 


X 


X 


The information of status bit 3 must be 
supplemented by examining the connection 
state information and combining (OR) with 
status bit 3 of other ports corresponding to set 
bits in the port attach flags. 


1 


1 


X 


0 


X 


X 


The information of status bit 3 cannot reliably 
determine if the content stream is emitting 
through an unprotected port. 


0 


1 


X 


0 


X 


X 


0 = bit setting equals zero 

1 = bit setting equals one 

x = don't care or not applicable to this example 

(ext) = bit settings reflect HDCP of external port, or zeros if no such settings are available 
flirt) = bit settings reflect HDCP of internal port, or zeros if no such settings are available 



Table 5-3. Examples of Valid Status Bits 



Figure 5-1 illustrates the hardware required to support the Upstream Protocol. 



Page 14 of 14 



Upstream Link for High-bandwidth Digital Content Protection 
Revision 1.00 



26 January 2001 



Akeys 



Bksv 



Key Sum 



Status 



«1 



Km 



One Way 
Function 



64-bit 
Output 

Shift 
Register 



Ku' 

Intermediate 
Keys (56 bits) 



S' (56 bit s ) 



W (64 bits) 



Figure 5-h Graphics Hardware to Support the Upstream Protocol (shaded) 



8. Source Application Requirements 



A source application may be required by its content license to provide the link in the content protection 
chain to the HDCP output. This requires a set of keys to participate in the Upstream Protocol. Multiple 
applications may exist in the system, each with the capability to query the graphics system for the 
HDCP Upstream Protocol API. The graphics driver must implement the proper atomicity or exclusive 
access for this shared environment. 

Figure 6-1 represents the state diagram that a source application implements when using the Upstream 
Protocol. 
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GO: 

Read Link Status 



App- 
Load 



G4: G5: 
Check for Bksv in Verify 
Revoca 'on ^Lisj RevocaionUsJ 



Enabled && ! REPEATER 



01: 
Read MO 



Enabled && 
REPEATER 



G2: G3: 
Read KSV List Compare Lists 



Done 



G7: 

Unauthenticated 



•Enabled 



Hot Plug 
^Notification 



Invalid List 



Valid List 



Fail 



Pass 



Fail 



Pass 



Fail 



G6: 
Source App 
Authenticated 



Pass 



Link Status Changed 



Figure 6-1. Source Application State Diagram 
Transition Any State:G0. The source application initializes to State GO when it loads. 



State GO: Read Link Status. In this state the application queries the graphics driver for the HDCP 
interface, and makes the readStatus API call. The status returned dictates the transition out of this state. 

Transition G0:G1. This transition is made if the DVI link has encryption enabled and the attached display 
device is a video repeater. 

Transition G0:G4. This transition is made if the DVI link has encryption enabled and the attached display 
is not a video repeater. 

Transition G0:G7. This transition is made when the driver does not support the HDCP API or if the driver 
reports that encryption is not enabled on the DVI link for any reason. 

State Gl: Read M 0 . In this state, the source application makes the readMO APPcall. The return value A/' 
must be decrypted. 

Transition G1:G2. The source application transitions to State G2 after decrypting M 0 . 

State G2: Read KSV List. In this state the application makes the readKSVList API call. With M 0 the 
application computes the list verification value Kand compares this value to the value V returned with the 
KSV list by the graphics driver. 

Transition G2:G3. This transition is made when the KSV list returned by the graphics driver is valid as 
indicated by V == V . 

Transition G2:G7. This transition is made when the KSV list relumed by the graphics driver is not valid 
as indicated by the miscompare of /and V. The application may protect against I C errors with a retry 
through an HDCP API, forcing the graphics driver to re-read the list from the video receiver. 



State G3: Compare Lists. In this state the application compares the current revocation list with the 
validated KSV list. 
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Transition G3:G4. This transition is made if no members of the KSV list are present in the current 
revocation list. 

Transition G3:G7. This transition is made if any members of the KSV list are present in the current 
revocation list. 

State G4: Check for Bksv in Revocation List. In this state the application verifies that the Bksv of the 
attached video receiver (or video repeater) is not present in the current revocation list. 

Transition G4:G5. This transition is made if Bksv is not present in the current revocation list. 

Transition G4:G7. This transition is made if Bksv is present in the current revocation list. 

State G5: Verify Revocation List. In this state the application verifies the signature of the current 
revocation list, as described in the HDCP specification. 

Transition G5:G6. This transition is made if the current revocation list is valid. 

Transition G5:G7. This transition is made if the current revocation list is not valid. 

State G6: Source App Authenticated. In this state the source application has authenticated the collection 
of attached video receivers and may deliver protected content through the video subsystem. The source 
application may periodically verify that the link remains encrypted by reading status through an HDCP 
API. 

Transition G6:G0. This transition is made whenever the application determines that the link may no 
ionger encrypted under the original downstream authentication. The application directly observes changes 
to the link encryption status (e.g. An, Cs t status bits, M 0 ) through an HDCP API. The application may also 
be notified of hot plug, power state change, and link failures (Ri != /?/*) by the graphics driver. 

State G7; Unauthenticated. In this state the application has determined that protected content should not 
be delivered through the graphics subsystem. 

Transition G7:G0. This transition is made when the graphics driver signals that a hot plug, power state 
change, or link failure event has occurred. 

7. Key Storage 

HDCP keys must be protected by either cryptographic or physical means. Furthermore, Akeys and 
Dkeys must be bound together in a manner which prevents their substitution. The binding can be either 
physical or cryptographic in nature. 

8. Confidentiality and Integrity of Values 

Table 8-1 identifies the requirements of confidentiality and integrity for values within the protocol. A 
confidential value must never be revealed. The integrity of many values in the system is protected by 
fail-safe mechanisms of the protocol. Values that are not protected in this manner require active 
measures beyond the protocol to ensure integrity. Such values are noted in Table 8-1 as requiring 
integrity. 



Page 17 of 17 



Upstream Link for High-bandwidth Digital Content Protection 
Revision i.00 



26 January 2001 



:|i:if;i : |yalue||:| 

::;':\7: : .y/-;' \: <:.:v: : :;;'x 


Size 
. i (Bytes) 


Confidentiality 

Required 4 ? 
• 


Integrity 
i Required"? 


Function 


Cksv 


5 


No 


Nn 


Source application's Key Selection Vector 


Cn 


8 


No 


No 


Pseudo-random value sent to video transmitter by source 
application 


Cmode 


1 


No 


No 


Exchange type requested by source application of video 
transmitter 


Cs 


5 


No 


Yes 


Connection Stale 


Dksv 


5 


No 


Yes 


Video transmitter's upstream KSV 


Ku, Ku' 


7 


Yes 


Yes 


Upstream matrix key 


Ckeys 


280 


Yes 


Yes 


Source application's endpoint keys 


Dkeys 


280 


Yes 


Yes 


Video transmitter's upstream endpoint keys 


Status 


2 


No 


Yes 


Encryption enable and REPEATER status from the video 
transmitter 


Kl, K2, K3, 
K4, K5, K6 t 
K7, K8 


7 


I Cb 


i es 


Source application's intermediate key values 


KJ\K2\ 
Kj , K4 , 
K5\ K6\ 
KT, K8' 


7 


Yes - 


Yes 


Video transmitter's intermediate key values 


Kp 


7 


Yes 


Yes 


Source application's status verification value 


Kp' 


7 


No 


No 


Video transmitter's status verification value 


Ke 


8 


Yes 


Yes 


Source application's encryption key for M 0 


Ke' 


8 


Yes 


Yes 


Video transmitter's upstream encryption key for A/ 0 


Ku 


8 


Yes 


Yes 


Source application's matrix key result ~~] 


Ku' 


8 


Yes 


Yes 


Video transmitter's matrix key result 


Kz 


8 


Yes 


Yes 


Source application's encryption key for Z 


Kz' 


8 


Yes 


Yes 


Video transmitter's upstream encryption key for Z 


M 0 


8 


Yes 


Yes 


M 0 value from video transmitter 


M' 


8 


No 


No 


Encrypted M 0 value from video transmitter 


P 


5 


No 


. Yes 


Content stream pipe identifier (non- integrated case only). 


2 


8 


Yes 


Yes 


Source application's optional supplemental key material j 


2' 


8 


Yes 


Yes 


Video transmitter's optional supplemental key material 


2k 


.8 


Yes 


Yes 


Video transmitter's random or pseudo random seed for Z\ 


2m' 


8 


No 


No 


Encrypted Z'from the video transmitter 



Table 8-1. Confidentiality of Values 



4 According to the robustness rules in the HDCP Adopter's License. 
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Appendix A. Test Vectors 

Table A-l provides facsimile key information for lest purposes. Two keys sets for software (CI and 
C2) are provided and two keys sets for graphics hardware (Dl and D2) are provided, along with a 
one's complement checksum of each of the 40 key sets for accuracy check. 





Key Set CI 


Key Set C2 


llikey Set Dillll 


Key Set D2 




b86646fc8c 


f42546e22f 


fc5d3 2906c 


c6cb5058fo 


Key 0 : 


bf9323eba7bd83 


Cdc9d9ce27e6e0 


a93468cae!4ebd 


f325e845ec0475 




9f4618fblfddcd 


7efad4b557d488 


e3d48c7f66c84c 


c8ea60a2c614a0 


Key 2 


af9af9f70a4016 


4cbbdcb33fb4a8 


b04bla41fd278c 


e71952c803acac 


Key 3 


a6486e54e!84e5 


fd0elal3c7f916 


43401fd2faa3e8 


44883a2430039e 




9ae6c3b7ab7997 


4180c45dc71248 


dee22935c4ba78 


b952c63eef2602 




3faclle60feab9 


8bflBb99dfe266 


fcl7073786de76 


3248a5402f2c5d 




0fc296be6169fd 


15d8de49f9c23e 


19edlfa04398a3 


dlcb314d852dlb 


•;• Key 7 


a60a6b7046bdc7 


b8571b74045e5e 


4831895e08a757 


Ic0930e3c990f8 


Key 8 


d97ab64ded4213 


284a6d3b09eld5 


e44fdela332a07 


d08f4d09ba0e99 




9a98ca3cb335d8 


6e207738e6a772 


b69ceO9lfT6b0b 


618c9bflb7d40c 


Key 10 


aec8d340924cd2 


Idbe6418a509d 


41a098bl74eb63 


d94809a5b9fa51 




24063db7783b67 


2e598a7ad02be4 


762ala2e7b5d88 


5d9d07cd0c9ee7 




74ec773c2e5306 


259ca2d605d330 


9da0d25b40d3f8 


497aOa73085O37 




e67ab5293cdb6b 


486b5feadad839 


f2fal90db288eb 


240fc5121bf75c 


'. : 'V- V KCy:14,;:i'v : :'.: 


44634el69974ee 


Cll420a6cc4290 


c9e7a970bld9bc 


fa3e5d64306a9l 


Hi: Key 15 


675d2f23a50021 


7623fe830a5c9c 


ed8e4a7734f66a 


c5998a6a8fe53f 


Key 16 


840e353bbe276b 


a2ce3c7ad77689 


5e4831abOcf398 


d708396c888cbf 


Key 17 


faf3ea7f7e6fe5 


d042110c098bdc 


8cdc4665b81aab 


d517260f41882a 


Key 18 


a66c5ef761f745 


1972af7el0f74d 


d689ebO9b0dd9 


a2ee7277dl42a3 


Key 19 


3281b7d3fed3a6 


7108fc56a2ee42 


58258915a41885 


61596e405e7eed 


m Key 20 


0cl8cf5d267ad9 


b857ea6eefa4d0 


4dl9c0ed0e3a84 


0f8a593b3add20 




3c4bfb02724239 


133c20197b4106 


b99bb514d3c0f9 


09ae90e92456f6 


Kcy22 


Ie59b589ed36a5 


5da94a02426f8e 


6192f0cd3eefac 


f75fO0d4d567b5 


Key 23 


efd5979c3c8967 


74fdc6a24c6d62 


d426eal4cabd38 


26c272e6a701bf 


Key 24 


o r» o ^.urkuo ^ c /: t q *7 
5CoCOUDZOo/o/ 


eiutazciaDi ijy 






Key 25 


3271dbf201eee8 


d976507abc3al3 


546053178dl5c4 


74d3a22169fe9d 


Key 26 


638ad2b0a05aea 


ea21a8310e052f 


bb2a9f5f373aD 


8a81710173bl03 


Key 27 


ba9d886613d86b 


7cd4c5beOa234d 


f2e9dfal681b27 


e43bb9c 1665277 


II? Key 28 


aad73506a50c09 


c2fl)2a39b4b616 


bdddf7b276351d 


f911c8dd5e8a45 




30b80ccl5a98bb 


5330aa0668bcbf 


bf543efa74e4e2 


383bdd378c2b35 


fl'IKey 30 Iff 


6059cf02f46cal 


88bl758b580bd3 


9d3bl489fb5f28 


6b3d07b6e85577 


: ,;..:::vKey-3i >•;,•.:;;•. 


091bfdlf2c67c0 


4ecl293fcce288 


4a2570fecO2ccf 


6be30b334b7948 


ii:::Key:32v- : : : .V:; 


6eel2b81562882 


2abal0f24399b8 


e582d46f477ecb 


a828cbl9016eel 


Key 33 


7ebeea3a8c94ee 


83493ceb0a9415 


42f0661748bbcd 


a5f0e70c54947d 


; ' ;:'^ey : :34>;i» 


4a7edad3ce070a 


abfdlcc9aaib2d 


2f9a4481c827ef 


Ue2fb69128645 


Key 35 


90fcaled41fldd 


fb55bec3b74a6f 


99bbc4i95iclcf 


ec99d64df8a440 


Key 36 


2bcb7d6b 167472 


39cl43043cdb6f 


Mc678al6939e9 


4e43819924bdJ7 




91581d525f5130 


2174e9d7f8158a 


0b7a651c23eb0d 


e8e55f6b7370d3 


mrKmmm: 


cf6531384fe395 


d8e773fda37975 


0e20667be29368 


f4a293e35b3fcc j 


Key 39 


bf745d37be3dae 


182dd7d8893c4f 


dbaacl467el0ac 


204bd804d27791 


CHECKSUM 


78efb77dde0f94 


f52a6edcad31b8 


73ed215ed5f682 


a4b2dllaef2be0 



Table A-l. Facsimile Device Keys 



Table A-2 illustrates the calculation oTKu/Ku* with facsimile device key sets CI and Dl. A selection 
of 20 of the device's private keys are combined using 56-bit binary addition. The selection of private 
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keys combined corresponds to the bit indices of the 1 's within the other device's key selection vector. 
For example, facsimile Dl key selection vector is fc5d32906c of which the following 20 bits are set* 
2, 3, 5, 6, 12, 15, 17, 20, 21, 24, 26, 27, 28, 30, 34, 35, 36, 37, 38, and 39. Therefore, facsimile CI 
adds together its following private keys to calculate Ku: 2, 3, 5, 6, 12, 15, 17, 20, 21, 24, 26 27 28 
30, 34, 35, 36, 37, 38, and 39. 



. Facsimile Device CI 
Sum of Keys Calculation 


Fascimile Device Dl 
Sum of Keys Calculation 


Key 2 


afyaf9f7Oa4016 


Key 2 


b04bla41fd278c 


Key 3 


a6486e54e!84e5 


1 Key 3 


43401fd2faa3e8 


Key 5 


3faclle60feab9 


Key 7 


483I895e08a757 


Kev 6 




Venj 1ft 

j\ey iu 


4 1 a098oi74eo63 


Key 12 


74ec773c2e5306 


I Key 11 


762ala2e7b5d88 


Key 15 


675d2f23a50021 


Key 12 


9da0d25b40d3fS 


Key 17 


fal3ea7f7e6fe5 


Key 13 


f2fa!90db288eb 


Key 20 


0cl8cf5d267ad9 


! Key 14 


C9e7a970bld9bc 


Key 21 


3c4bfb02724239 


Key 15 


ed8e4a7734f66a 


Key 24 


8c8cb0b2c56787 


Key 17 


8cdc4665b81aab 


Key 26 


638ad2b0a05aea 


Key 18 


d689ebf39b0dd9 


Key 27 


ba9d886613d86b 


Key 22 


6192f0cd3eefac 


Key 28 


aad73506a50c09 


Key 25 


546053 178dl5c4 


Key 30 


6059cf02f46cal 


Key 26 


bb2a9f5f373af3 


Key 34 


4a7edad3ce070a 


Key 29 


bf543efa74e4e2 


Key 35 


90fcaled41fldd 


Key 30 


9d3bl489fb5f28 


Key 36 


2bcb7d6b 167472 


Key 35 


99bbc4 1951 clef 


Key 37 


91581d525f5130 


Key 36 


b4c678al6939e9 


Key 38 


. cf6531384fe395 


Key 37 


0b7a651c23eb0d 


Key 39 


bf745d37be3dae 


Key 39 


dbaacl467e!0ac 


RESULT {Ku): 




RESULT (Au*): 


a25321frjee8d21 



Table A-2. Sample Ku and Ku' Calculation 



Table A-3 illustrates sample calculations of the readStatus operation without Connection State using 
various combinations of device key sets CI, C2, Dl, and D2. 





Cl -Dl 


■V . 'v.'C2^-.D2 : " 


C2^D1 


C2-D2 


status 


0105 


0115 


0008 


0007 


Cn 


2c72677f652c2f27 


f0fa8bc54b981cca 


bd4bacl0c902d2bd 


f24977262e7ed2fe 


l : B'l^ll|: 


e72697f401 


511ef21acd 


511ef2Iacd 


e72697f401 




34271cl30c 


445e62a53a 


83bec2bb01 


0351171754 




a2532 If0ee8d21 


2232a75b461f46 


b92f225bfa01d7 


d04b7ac589bc76 


mmm 


eb09adb5f6dc25 


c424fbf6db045c 


623e7c0e7fb070 


6619ael4c42333 


immm 


7Iebb3cc7693d4 


423ba5fd5fecf0 


ecebd28a716c30 


130412205bb0b6 




fd27048ba34cc4 


790514885ea2dd 


f9af695ad7dae9 


33f4b64a5 11034 


fpiiiti 


03e6205ba71568 


• b253c3c4da01a5 


2142a625581f42 


92181ala05bea3 



Table ReadStatus Without Connection State 



Table A-4 illustrates sample calculations of the readStatus operation with Connection State using 
various combinations of device key sets Cl, C2, Dl, and D2. 
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CI -Dl 






C2-D2 


£ status • 


1 1UD 


tits 


1UUO 


inn7 


Co ' 


2c72677f652c2f27 


fOfa8bc54b981cca 


bd4bacl0c902d?bd 


f24977262e7ed2fe 


; : ;;BlSv?:li 


e72697f401 


511ef21acd 


511ef21acd 


e72697f401 


An 


34271cl30c 


445e62a53a 


83bec2bb01 


0351H1754 


Cs s 


0000000001 


0000000003 


2badd40005 


b5073c0003 


Ku 


a2532lfDee8d21 


2232a75b461f46 


b92O25bfa01d7 


d04b7ae589bc76 




eb09adb5f6dc25 


c424fbf6db045c 


623e7c0e7fb070 


6619ael4c42333 


■mmm 


71ebb3cc7693d4 


423ba5fd5fecfl) 


ecebd28a716c30 


130412205bb0b6 




fd27048ba34cc4 


790514885ea2dd 


f9af695ad7dae9 


33f4b64a5 11034 I 


K4 


2e02408cb8cf44 


C2d7bf6d5fdl34 


36e7a6b5f05915 


e80edbb5a771ce 




blc0a2a4d66570 


90ff5055d38a4b 


b689ft>2bb760dd 


6890c2e278b99 



Table A-4. ReadStarus With Connection State 



Table A-5 illustrates sample calculations of the readM operation using various combinations of device 
key sets CI, C2, Dl, and D2. 





Cl-Dl 


. CI - D2 


C2-D1 


C2-D2 


IMOlitl 


504fdf2425befed4 


57631a035123cc07 


9946ac996e28999f 


fa93939bc65d8a2d 


mmm 


36d36579ba89542d 


65a668e67a75b445 


06327afcf5768049 


a3adeba3472d29e6 




a25321f0ee8d21 


2232a75b461f46 


b92f225bfa01d7 


d04b7ae589bc76 


K5 


5bcldbl27ne27 


caa57c23 ldaace 


ce45d423d9e5ac 


e2469eeOfc805b 


: m^mm 


da4245977574bf86 


bdelefld0d5439dl 


2792ac82bef45d7f 


2e47be37b9f7c23c 


M 


8a0d9ab35Oca4152 


ea82f51e5c77f5d6 


bed4001bd0dcc4e0 


d4d42dac7faa4811 



Table A-5. ReadM 



Table A-6 illustrates sample calculations of the readZ- operation using various combinations of device 
key sets CI, C2, Dl,andD2. 





Cl-Dl 


C1-D2 


C2-D1 


• ::C2^D2 i :--, : :; : - 


'7Jim''' 


5eba3c4a60abe7da 


1435e6dc67bbd3a4 


d0d7ce7de9f8ef68 


4523afe2506a8407 




06327afcf5768049 


36d36579ba89542d 


a3adeba3472d29e6 


65a668e67a75b445 




a25321f0ee8d21 


2232a75b461f46 


b92f225bfa01d7 


d04b7ae589bc76 


K6 


d307089a5e014c 


417f4afl)c26f6e 


b47dle9c734966 


a3a05e5bac7e57 j 




4cf99e93e03bfbc2 


aOae755a534c2de4 


99509326a8a2f355 


6ee3dbaadel5d550 


m§mm 


30bbb798fB7e50 


237066elc6f58d 


3dfaadf2c5a08c 


4680a23de4d953 




068b482481de44 


51441472e73336 


9bdbl4b839d8f0 


0al31c77eb3faa 


mmm 


2efae880el 575606 


Cd79ff8b2a6f2fbf 


8ed5ecl371b8128f 


6el0bf73ac238654 


Zm Hi: 


6203761 30 16cadc4 


6dd78ad 17923025b 


17857f35d91aelda 


00f364d972365304 



Table A-6. ReadZ 



Table A-7 through Table A-22 illustrate in more detail the calculations for the cases of using device 
key sets CI andDl. 
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Table A- 7. Detailed ReadStatus Cl-Dl Without Connection State Kl 
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